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WORK FROM HOME PROFESSIONALS VULNERABLE TO CYBERCRIME

By:  Joe Silva, VP of Sales, Kokua Technologies August 19, 2022 

More people than ever before have switched to a work from home lifestyle. In response to the global 
pandemic, employees and business owners have worked hard  transforming their homes into mini 
workspaces, enabling them to take advantage of flexible working hours and the comfort of home.

While this might seem like a new and modern alternative to the typical 9 to 5 office environment, Jeff Platt, 
CEO of Kokua Technologies, voices his concerns regarding cybercrime, data security, and vulnerable work 
from home professionals.

Data and Security Concerns
According to a report by Cybersecurity Ventures, cybercrime is expected to reach $6 trillion this year, and 
increase to $10.5 trillion in the next four years. Now add a global pandemic and widespread disruption to 
business, and this figure could significantly increase. Many companies are still not taking online security 
seriously and failing to bring in a professional cybersecurity team, such as Kokua Technologies, means 
putting your entire company, employees, and customer data at risk!

Before the pandemic, Kokua took on projects worth 1.2 million dollars, helping companies take advantage of 
cloud-based technology, streamlining and optimizing their processes and systems. Yet, with an influx of 
professionals now leading a work from home lifestyle, Jeff explains just how in-demand external IT services 
are becoming.

The problem is, so many employees are so blissfully unaware of how vulnerable they are online, Jeff 
explains. Using a shared network at home with their partner and children, employees and business owners 
instantly put their entire company at risk.

Sharing a network at home with different members of your family, and using different devices, means should 
anyone become a target for cybercrime, or any device become hacked, all machines and users will instantly 
be extremely vulnerable. A virus can quickly infiltrate any device using the same network. So if you’re 
catching up on work emails on your smartphone, while the kids are also browsing online via a tablet device, 
this poses a massive security risk.

Online criminals no longer need to target business professionals to carry out a data security attack; they 
simply need to convince a child, watching a YouTube video, to click onto a fake link and enter their email 
address to download a free gift, for example.
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Once they have the email account details of one member on the shared network, they can start infiltrating 
the other users, sending emails from the child’s account to the parents. This builds trust that the email is 
genuine, making it far easier to convince another user to share their personal information, email address, 
password, or click on a file or link.

So to resolve this cybersecurity concern for parents working from home, Kokua offers an innovative 
device to change the IP address scheme within the home. By splitting the bandwidth, so that kids have 
access to 25% and busy parents 75%, you can minimize risk by restricting who has access to the network 
you’re using for business purposes.

IT Security Solutions
To reduce your risk of being a victim of cybercrime, businesses must invest in their online security. Jeff 
typically suggests a two-step approach for work from home professionals and business owners.

1: Separate the shared network by allocating different IP addresses and splitting the network between 
work from home parents, kids, and guests. This will significantly minimize the cybercrime risk.

2: Another way to combat this issue is to access your work computer virtually via a cloud-based system. 
This method also means your home computer doesn’t need to be brand new or fast in order for you to 
work from home. All you need it to do is access and connect to an online cloud-based platform. Now, if 
your computer at home becomes a victim of a cyber attack, online criminals won’t be able to access your 
business files or customer information instantly.

The Importance of Outsourcing IT Services
At Kokua Technologies, we understand how frustrating, annoying, and daunting IT issues can be. Not to 
mention when you suffer a data security breach or entire systems go down! Time is money, and the longer 
your business is suffering due to an IT issue, the more money you’re losing as a business. Having our team 
by your side will give you the confidence and peace of mind that should anything go wrong, we’ll be ready 
to put things right!

As an MSP, we will help support your unique business goals by ensuring that technology applications and 
infrastructure are protected. Our team will monitor your business’s network to protect applications and 
ensure all data is healthy and secure. MSPs can fix business problems before they become an issue.
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Unlike some companies, we don’t talk down to our clients or attempt to overcomplicate IT problems. We 
strongly believe in being a transparent, ethical business and making our clients feel empowered and not 
overwhelmed. Our prices start from $25 a month per PC so that both small start-ups and international 
companies can take advantage of high-quality IT services. Receive a monthly report on the health of your 
systems, feel secure online with anti-spyware and antivirus software, and always be one step ahead of 
cybercrime!
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